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Georgia Department of Labor — 1,000 personnel

records sent to wrong email address

Virginia Department of Human Resources — 13,000
personnel records were sent to wrong email address

Medical University of South Carolina — 7,000 personnel
records were compromised

Missouri Dental Office — 10,000 patient records
compromised

Adobe — 38 million user ID’s and passwords



What a difference one
(1) year makes...
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70 million individuals (partial name, mailing
address, phone, email) 40 million credit /
debit card accounts -

2\
56 million credit / debit cards @@s

~ 78.8 million records (SS#'s, DOB,
addresses, medical ID’s
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Approximately 395 stores impacted @
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Is there anyone who has not been
“hacked?”

The worst IS over!

My life is not that exciting, why
target me?
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Michigan man accused of cyberstalking 10 local females

Many victims are underage girls
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Woman accused of cyberstalking, defaming judge

2 Desktop News

ﬁe victim told detectives that when she asked Kasemh
stop contacting her office via phone and email the
woman created a public website and posted personal
photos of the judge and her family, including three minor
children, to it. Kasem also allegedly created an Instagram
account and posted photos of the judge and her family
there as well. Both the website and the Instagram
account had text content that made claims that accused
@ judge of being a corrupt thief.
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About 13,800 results (0.29 seconds)

About 164,000 results (0.47 seconds)

hitps i youtube comwach 7v=iDvGrwshmPt mods-n-hacks wonderhowto.com/../crack-wi-fi-passwords-for-beginners... v
Dec 23, 2013 - Uploaded by kom76live Oct 16, 2012 - Cracking those Wi-Fi passwords is your answer to temporary intemet
2 easy steps if you dont get caught you get ree intemst Il access. .. How to Hack WiFi Passwords for Free Wireless Intemet on Your P33 .
Want to take advantage of your neighbor's super fast Wi-Fi connection?

How to Hack WPA WiFi . - How to Hack Wi-Fi: Cracking ..

How to find any wifi password of your neighbor ... - YouTube

https:/fwww youtube.com/watch?v=iDvGnwshmPl
Dec 23, 2013 - Uploaded by komT6live
2 easy steps if you dont get caught you get free intemet 1111

fittos:/www.youtube com/watch?v=erHRIF bS] How to Hack Wi-Fi Passwords | PCMag.com

Dec 25, 2014 - Uploaded by Tech & IT Wwav.pcmag.com o ... » Software » Security » Networking v PC Magazine -

Today i will show you how to find your connected wiff password Mar 6, 2015 - Perhaps you forgat the password on your own network, or dont have

with CMD? . Guys ['m using a great tool neighbors willing to share the Wi-Fi goodness. You could just go to a café ..
Hack your Neighbour wi-i in 10 mins - YouTube How to hack your neighbors WiFi for free WORKS - YouTube
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Jan 13, 2013 - Uploaded by Cyber Shield
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e crack itin 10 min. use it for tesfing/education ..
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comorobarwifi.org/how-to-steal-wifi »
How To Hack Neighbor's WIFI It Warks - YouTube As the tifle says, with this tutorial we will know how to steal wifi from your neighbour. ..
hittps:/fwww youtube. comwatch 7v=nilkq9gDOF Q To hack neighbors wifi, | mean to check the security of our netwark, we are ..
Sep 26, 2011 - Uploaded by Terence Ogarte
How To Hack Neighbor's WA FI 1t Works .. How o find any wif How | cracked my neighbar's WiFi password without ...
sl pessuord of your neighbor wifi password o . arstechnica.com/security/../wireless-password-easily-cracke... ¥ Ars Technica +

Aug 28, 2012 - How | cracked my neighbor's WiFi password without breaking a sweat

how to hack your neighbors internet - YouTube ... Ifs also true that its trivial for hackers in your vicinity to capture the .
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CyberSecurity — Why would
someone want to access my WIiFi?

« Turn off your alarm system
« (Galin access to your house
« Access your computers — data

« Control appliances — lights — temperature -

TV

« Use your network to do bad things (steal

services)
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What can we do?

Change factory Wifi Password to complex
password Th#B3achB)Y%
(TheBeachBoys)

Establish a "guest” network — even if your
family members live with you (allow them
to share with trusted friends)




What can we do?

« Rarely let "apps” store your password

« If you have a wireless camera system,
nave a separate password for that
application/system (other apps like
controlling your TV, | set to remember)

* Never name your wifl “Baehr Family
Network™
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CyberSecurity — Away from Home

« Use credit card versus debit card

« Link smaller savings account versus large
savings account to debit card

« Be aware that your device Is tracking you

J

» Be careful when using “free” Wifi or “tethering’

* .. * Never store personal information “SS# - DOB”

== on your mobile device
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CyberSecurity — Away from Home

* Always have a password/passcode on mobile
device (cell).

* If you are going to use the “cloud” to store
items, use major company: Apple, Microsoft,
Amazon versus smaller vendor or “free” vendor.

* | generally do not “tag” my pictures with
location / date/ time information.

Zzz- « Turn on “find my iPhone

— Manager” service.

I«

Android Device



WITHOUT | WITH




= CyberSecurity — Facebook

* Be selective with your “friends”

« Enact privacy settings — don’t “tag” pictures
with date/time

* Log-out when not using

 Limit PIlI information (such as high school
attended, year graduated, where you work,

cars you drive)

I'm not a stalker, I'm just an
unpaid Investigator.

You may be the target so
Reas a specific outcome can
i be achieved

10T TENeCARDSERE



CyberSecurity — Facebook

Complex password

« Know that “Facebook stalking” is actually real
and it could one of your “friends” accounts

that Is compromised.

‘(— % )| @ nito//wwwindependent.couk/lfe-style/love-sex/why-faceboc O ~ & | @ How Facebook stalking you... X §

ngEPENDENT News Voices Culture Lifestyle Tech Sport Appeal

T

Lifestyle > Love & Sex

How Facebook stalking your ex partner
can become harmful and addictive

Poring over your ex's profile might be comforting, but it could stop you from getting over them




CyberSecurity — Faceboo

« Announce when you have returned from
vacation not that you are leaving.

Video Live

Your Living Room
Reimagined.
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CyberSecurity — Computer

Latest anti-virus — look for status icon

Firewall settings — generally go with factory
recommendations

Do not allow someone to take over your
computer that calls you or sends you a “pop-
up” request!



Cy urity — email

| | Walmart:-
CIle on a I|nk Save money. Live better.

Electronics Movies Home Baby Toys Video games Photo

Open a file :
GO to a, Specrnc Iocatlon This letter is to advise you about the order we have which is addressed to you.

You have 4 days to pick it in any Local Store of Walmart.

R VIS BT S5t 2 0 Ty 2 VL T RS R = TE | Please, follow this link for more information about your order.

Antworten  Allenantworten  Weiterleiten  Zum Kalender hinzufiigen  Léschen  Junk-E-Mail » B @

[REMOVED] [} Kontakt hinzufiigen 20052011 06:26 Walmart is wishing you Happy Thanksgiving Day!
An: "[REMOVED]"@ec*****c.de

YouTube Administration sent you a message: Your video has been approved Store Einder Local AD Pohims & Excriches Privacy & Security

You D) help center | e-mail options | report spam Copyright (c) 2014 WalMart | All rights reserved

YouTube Administration has sent you a message:
Your video is approved

To: [REMOVED]@ec™***c.de

From: Facebook [mailto:notification@faceboook.com]

httpy//www.youtube.com/watch?v=mDYFyrrHz&feature=topvideos_entertainment Sent' 17 JUIY 2012 15,38
. .

You can reply to this message by visiting your inbox. To: . - -

Subject: Christine McLain Gibbs tagged a photo of you on Facebook

From: uec_100@hotmail.com

To: noreply@hotmail.com P T
Subject: YOUR ACCOUNT WILL BE DE-ACTIVATED (WARNING!!) ac

Date: Sun, 1 Feb 2015 23:15:37 +0530

ai Outlook - Christine Mclain Gibbs added a photo of you.

Dear Email User,
This is to inform you that on 4th February, 2015, Microsoft Outlook will discontinue support on See Photo I Go to Notifications I

and security If you choose not to update your account on or before 4th February, 2015, you will
read and send emails.and you will no longer have access to many of the latest features for improw:
conversations, contacts and attachments.

Update Your Account If you don't want to receive these emais from Facebook in the future, please cick:

Facebook, Inc. Attention: Department 415 P.O Box 10005 Paio Alto CA 94303

Take a minute to update your account for a faster, safer and full-featured Microsoft Outlook expe:
Thank You
Outlook Warning! Member Service







Home - Security

* Neighbors

« Alarm system — regular maintenance
and testing

« Battery backup (router — WiFi)— most
systems are reactive not proactive
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* Family Communication



- Home - Securit

* Most use phone/internet — you can get
cell backup

 Free security assessment

« Communication with family
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- o b



3 credit rating agencies:
« Equifax |

® EX p e I'I an 2 C 8 s wewsdemitetgo ol e
e Transunion

e

B e
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ad

=3 Annualcreditreport.com

1D Sample Letters: dentty

dentity Monitoring Tool

\ FEDERAL TRfDE COMMISSION What To Do Right Away What ToDoNext | Other Steps
IdentityTheft.gov p—

Sample Letters
To help you resolve your identity theft. we have letters for you 0 use.

Credit cards
FrSL call yOUr Cfedi Card Company 10 et charges reversed. I Ihat doesn work, use s letter

+ Dispute Crean Cara Charges

Dobit cards
First.call your Geit card company 1o get charges feversed. I that doesn't work, use this letter

spute ATM/Debit Card Transactions

All other types of accounts
1t you have an Identity Theft Report:

Crednt bureaus must honor your request 10 remove fraudulent information from your credit report. This Is called blocking. Once
Infomaon i DIOCKEd, COMPANIES Can't fEport the GEbE Of by 10 Collect 1 from you

+ Sendhis letter 1o each of te 3 Crean Bureaus:
o Identity Thet Letier to a Credit Buresy
» If someone opened & new BCCount I your name, send Iis ke 10 the company.
© Identity Thet Dispute Letter 1o 8 Company (for & hew sccount)
+ Ifsomeone Misused one of your eXISTng Bccounts, send Tis lefier 1o e company.
o Idenmy Ty 716 Lettet 10 0 Company (for an exsling account)
If you do NOT have an Identity Theft Re
You can stll disputa Incorrect information In your CreaR fil. i can take longer, and tere's o guarantee that the credt bureaus will
remove the Inormanon
* Send 1his lemer 1o each of the 3 Credn Bureaus:
* Dispute Lettet 10 a Crean Buteau
+ If50Mmeane 0pened a new aCCOuNt N your name, Send Tis ket 10 the company.
* Dispute Lene mpany (for & hew sccount)
+ IfS0meane misused one of your exISTNG BCCOuNts, Send tis letier 10 Te company.
* Dispute Lettet 1o 8 Company (for an xisting account

Getting records about the identity theft
By law, you can get coples of he business records relating 1o te identiy theft fIlke signatures, recespts, etc). Use this letter

+ Getming Business Records Relating to Identiy
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Next???




CONTACT INFORMATION:

Bryant.Baehr@OJD.STATE.OR.US



mailto:Bryant.Baehr@OJD.STATE.OR.US

