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CyberSecurity at Work, at Home,
and on the Road

........ Bryant J. Baehr
==x. Chief Information Officer — Oregon Judicial Department



“There are those who
have been hacked and
realize it and those who
have been hacked and
haven't”

John Hering, Founder of Lookout

:- B2 O e Information Security
o = - B 60 Minutes report
o April 17, 2016
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Your smartphone Is
technically more powerful
than the computing power

used to send the Apollo

astronauts to the moon and
back



WOW!

| thought that only my friends
could read my Facebook
POSts

=

P :EE 3 “Those who say interesting things on

50 Facebook and wonder how the media
found out”
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Geez Grandma! It's not that
hard! Go into Settings...
select Wi-Fi... Select it! Tap
it with your finger... OMG
any finger!! Grrrrrr




What we used to talk about

« Georgia Department of Labor — 1,000 personnel
records sent to wrong email address

* Virginia Department of Human Resources — 13,000
personnel records sent to wrong email address

« Medical University of South Carolina — 7,000 personnel
records compromised

« Missouri Dental Office — 10,000 patient records
" eww. COmpromised

s+ Adobe — 38 million user ID’s and passwords
: compromised



What we used to talk about

Oreqgon Secretary of State — business/elections
database hacked. February 2014

Oregon Department of Employment — 851,300
records compromised. October 2014

Maricopa Community College (MCC) — 2 million
records compromised — April 2013 — cost
$26,000,000.00 so far




What a difference two
(2) years make...




o 70 million individuals (partial name, mailing
address, phone, email) 40 million credit /

debit card o Qa

)
AN
56 million credit / debit cards @@3\

Y .

em - /8.8 million individuals (SS#’s, DOB,
addresses, medical ID’s)

76 million individuals (name, address,
| phone #, email)
W Approximately 395 stores impacted s



http://www.google.com/url?url=http://thequickdoorhanger.com/slide/door-installation-kit/home-depot-logo/&rct=j&frm=1&q=&esrc=s&sa=U&ei=ugVYVJXZGJb6oQSEpYCAAg&ved=0CBYQ9QEwAA&usg=AFQjCNHrLE6pWjvciEhOP4k081tzHou3IQ
http://www.google.com/url?url=http://en.wikipedia.org/wiki/Dairy_Queen&rct=j&frm=1&q=&esrc=s&sa=U&ei=0AVYVJbkBsauogTHnYDYDg&ved=0CBYQ9QEwAA&usg=AFQjCNGUoiyx0ye4loBuRa6pbQiP9ddl2A
http://www.google.com/url?url=http://taxprof.typepad.com/.a/6a00d8341c4eab53ef019b04737371970d-popup&rct=j&frm=1&q=&esrc=s&sa=U&ei=4wVYVLquG4PnoATSr4HACQ&ved=0CBYQ9QEwAA&usg=AFQjCNGA9Fv2prl_3vHl6ill57EcqnO53g
http://www.google.com/url?url=http://www.grubgrade.com/2009/06/27/food-news-dairy-queen-blizzard-of-the-month-for-july-is-the-girl-scout-tagalongs-peanut-butter-patties-blizzard/&rct=j&frm=1&q=&esrc=s&sa=U&ei=fxJZVKuDFc7coATMxYGYCw&ved=0CBYQ9QEwAA&usg=AFQjCNHWWK07gl5IRJue02Kypks3-KvvaQ

My life Is not that exciting -
why target me?

Actually, you are exciting
to hackers and those who
want to disrupt your life.
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President Obama Supports New STOP. TH NNECT. Efforts
Industry commits to collaborate'on online safety and security,

Basic Tips & Advice Safety Tips for Mobile
(English) Devices

Basic Tips & Advice Sasic Tfps & Advice (French 3 96% of Americans feel a
(Spanish) (Canadian))

personal responsibility to be
safer and more secure
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- |dentity Theft:

ldentity compromised — credit / purchasing impact
Government impact — travel, taxes
On-line impact — Facebook, Twitter, social media

STOP |THINK COMNMNECT |
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VERIFICATION CODE
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Passwords need
companions to provide
modem security and a
newer way to be safer
‘and more secure.

info a wel
site sends to your phanean n asks you to
enter it fol on
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More and more websites and applications are
implementing 2-step authentication. So, take
control of the safety of your online accounts.

By controlling my internet

-
Ty
ey 4 e a security and privacy saettings,

- e W | .
bt | ' I can share only what I'm Be Get peace -
B - comfortable sharing. safer. of mind. easy!

A— | www. stopthinkconnect.org
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lome WI-FI hacked:

* Network traffic from others flows through your system

e Access to your computers and anything attached to
your WIFI system are compromised

« Camera / Alarm systems are compromised

B fdn iew Fgeoites  Jock  Help
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Wednesday, January 27, 2016

MEDIA CONTACT:

Abigail Lootens

Department of Consumer Affairs
(212) 436-0042
press@dca.nyc.gov

Consumer Alert: Consumer Affairs Warns Parents to
Secure Video Baby Monitors

NEW YORK, NY—Department of Consumer Affairs (DCA) Commissioner Julie Menin today
warned parents to take the necessary steps to ensure that their internet-connected baby monitors
are not vulnerable to privacy or security risks.

“Video monitors are intended to give parents peace of mind when they are away from their children
but the reality is quite terrifying—if they aren’t secure, they can provide easy access for predators
to watch and even speak to our children,” said DCA Commissioner Julie Menin. “There have been
numerous reports by consumers, including those here in New York City, that these video monitors
have subjected them to unwanted intrusions into the most private of spaces: their own homes.
Internet-connected devices like video monitors provide convenience but without proper
safeguards, they pose serious privacy risks. We encourage parents to take steps to make sure
their devices are secure and call on manufacturers to make security a top priority.”

DCA recommends parents take these key steps to ensure their Internet-connected baby monitors
are safe:

« Buy a secure device. Before buying an Internet-connected video monitor, research if it or its
applications have any known security vulnerabilities.

« Use a strong password and change it regularly. Never use the default camera name and
password; select a strong password with a combination of letters, numbers and characters that
is difficult for others to guess and only share it with people you trust. Don't use the same



Malware downloaded to your personal

computer or phone:

Copy all data/pictures

Monitor/copy email — send email as you

Access credit card information in other applications
Activate camera without your knowledge

FEDERAL TRADE COMMISSION

CONSUMER INFORMATION

an;‘_YS Tech Support Scams st pagina en eapanial
In 8 recant hwist, Scam anists are using the phana 1o iry 10 Related items
HOMES & break info your computer. They cail claiming to be computer
MORTGAGES eI SSS0c e Wilh well-Known COmpanies ke Macroson
They sary thal they've detected viruses or olher matware on ‘ ‘ ’
VOUT COMpULET 10 Tk YOu Ito gving them remote access or L
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parying for software you don't need

EREINESS et Your Computar
These scammers iake advantage of your reasonable from le.uup
JOBS & concems about viuses and other threats. Thoy know that sse
MAKING MONEY compuier users Nave heard time and again ifat 0% mporant
1o instad sacunty saftware. But tha purpess bening their
elaborate scheme 0T o protect your computer. it's o make
oy

- Malware
- Phishing

¥ . " ' * How Tech Support Scams Work
- ; Securi * If You Get a call

el ws W e Ol = + If You've Responded to a Scam
How to Spot a Refund Scam
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_. 5 How Tech Support Scams Work

Scammers Nave Deen pecaiing bogus Security Safware 1or y They 561 up fake wensiles, offer free
“SECUNTy” Scans, and send Alanming ges 10 try bo convince you that your computer is infected. Then,
ey Iry 10 SE11 you SoMwans to fix the problem. AT best, the soRfware i worh
Ere AL worst, 8 couks be fralwang — software designed 1o give Criminals access 1o your computer and your
personal information

|

Thee laties! version of he Scam bigins with 3 phone call, Scammes ean get your iame and olher base
information from public diveciories. They might even guess whal computer software you're using,

Once they have you on the phone. they often iy to gain your irust by pretending 10 &€ associated with wel-
KNown COmpanies of Confusing you wilh 2 banage of lechnal lerms. They K you 10 go 1o your

computar and parform a sefies of complex tasks. Sometimes, they target lagitmata computer fies and elaim
that they are viruses. Their tactics are designed to scare you into beleving they can help fix your ‘problem.”
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Cyberstalker Sentenced to 10 Years in Prison

in prison, @ $1

lea on Dec. 3, 2015, Rubens admitted that, between Janua 5
{ into th neludi il and social
and post
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Rubens’ conduct, the victims became afraid to conduct any online activities and often deleted thei




Using technology to attempt to gain a
specific result

* |nstances of fake websites,
* Instagram — LSU Discussion ﬁ
» FaceBook, Twitter

Zanie Kasem — 25 yrs old

 Fraudulent use of an email account

 Becoming Facebook friends with family
member in an effort to influence outcome

« Cracking cloud service accounts to gain
— access to photos/information



What can we do?
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CyberSecurity - Home

Firewall &
Password
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€ - C f 8 https//wwwgoogle.com?qws rd=ssl#q=hacking+your+neighbor%27

G‘i{@ hacking your neighbor's wif ]
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Al News Images  Shong  More = Searchtools

About 13,800 results (0.29 seconds)

How to hack your neighbors WiFi for free WORKS - YouTube
: tps:/fwww.youtube.comwatch?v=iDvGnwshmPl

Dec 23, 2013 - Uploaded by kom7Glive

2 easy steps if you dont get caught you get fre intemet 11

How to find any wifi password of your neighbar ... - YouTube
ttps:/www.youtube.com/watch?v=erHR{F IbS|
Dec 25, 2014 - Uploaded by Tech & IT
Today 1 wil show you how to find your connected wifi password

with CMD? .. Guys I'm using a great fool .

Hack your Neighbour wi-fiin 10 mins - YouTube

hittps:/fwww. youtube. com/watch 2v=hyayy VUl

Jan 13, 2013 - Uploaded by Cyber Shield

even if your Neighbors are smart enough to use wpal, stil u can
e crack itin 10 min. use it for testing/education ..

How to Steal Your Neighbors Wifi - YouTube
L tps:/fwww.youtube. comiwatch?v=yWhU_eTYIYY
Aug 8, 2014 - Uploaded by ThioJoe
Highly requested futonial on hew to steal your neighbors wifi so
= you can use it for yourself No hacking ..

How To Hack Neighbor's WI FI It Waorks - YouTube
hitps:/iwwnw.youtube.comwatchfv=nikq9gDOFQ
Sep 26, 2011 - Uploaded by Terence Ogarte
How To Hack Neighbor's W FI It Warks ... How t
&S] passviord of your neighbor wifi password or ..

o find any wif

how to hack your neighbors internet - YouTube
hitps:/fwww.youtube. comfwaich?v=mwF79viBhmA

Qct 10, 2009 - Uploaded by thecomputerhotodo

| just hacked my wife facebook. its free make sure you follow the
LR steps . How to scare your neighbors: Name .

) ( hacking your neighbor's v X

€ = C f G hitpsy/www.google.com/?qws_rd=ssl#g=hacking+your+neighbor%27s+wifi

G‘bg|e hacking your neighbor's wii

Al News  Videos  Images  Shopping  More = arch tools

About 164,000 results (0.47 seconds)

How to Crack Wi-Fi Passwords—For Beginners! « Hacks ...
mods-n-hacks.wonderhowto.comy.. /crack-wi-fi-passwords-for-beginners... -
Oct 16, 2012 - Cracking those Wi-Fi passwords is your answer to temporary intemet
access. ... How to Hack WiFi Passwords for Free Wireless Intemet on Your PS3 ...
Want to take advantage of your neighbor's super fast Wi-Fi connection?

How to Hack WPA WiFi .. - How to Hack Wi-Fi: Cracking ..

How to Hack Wi-Fi Passwords | PCMag.com

Www.pemag.com . » Software » Security » Networking » PC Magazine +
Mar 6, 2015 - Perhaps you forgot the password on your own network, or dont have
neighbors willing to share the Wi-Fi goodness. You could just go to a café .

How to hack your neighbors \WiFi for free WORKS - YouTube
: https:/fwww.youtube.comiwatch?v=iDvGnwshmPl

Dec 23, 2013 - Uploaded by komTGlive

2 easy steps if you dont get caught you get free intemet 1111

5 Ways To Hack Into Your Neighbor's Wifi Netwark - Tipsdpe
tipsdpc.com» Computer tips and tricks »

Nov 9, 2014 - Hacking into your neighbor's wifi network may be easier than you think
—and, conversely, your neighber may think it's easy to hack into your ...

How to steal Wifi - wifi password hacking - Step fo step
comorobarwifi.org/how-to-steal-wifi »

As the title says, with this tutorial we wil know how to steal wif from your neighbour. .
To hack neighbors wifi, | mean to check the security of our network, we are ...

How | cracked my neighbor's WiFi password without ...
arstechnica.com/security/...fwireless-password-easily-cracke... v Ars Technica ~
Aug 28, 2012 - How | cracked my neighbor's WiFi password without breaking a sweat
. Its also true that it's trivial for hackers in your vicinity to capture the ..

How to hack a Wi-Fi network - Quora

https:/fwww.quora.com/How-can-l-hack-a-Wi-Fi-network-1 - Quora +

This is a catehall question for Wi-Fi hacking, including password bypass or password
Voumav not be creating 2 eerunty aan bt vanr renaimman cervicemen When |

‘!,E



Password Complexity

beachboys 2 minutes
thebeachboys 4 weeks
theb3achboys 4 years

theb#achboys 18 years

th#B3achB)Y% - 47,000,000 years

a8
- e e



CvyberSecurity — Why would someone want
to access my WIFI?

e Turn off your alarm system
 (Gain access to your house
e Access your computers — data

e Control appliances — lights — temperature -
TV

*.... * Use your network to do bad things (steal
R services)
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What can we do?

Change factory WiFi password to complex
password Th#B3achB)Y%
(TheBeachBoys)

Establish a “guest” network — even if your
family members live with you (allow them
to share with trusted friends)




What can we do?

 Rarely let “apps” store your password

e If you have a wireless camera system,
nave a separate password for that
application/system

 Never name your WiFi “Baehr Family
Network”




CyberSecurity — Away from Home

« Be careful when using “free” WiFI or “tethering

 Never store personal information “SS# - DOB”
on your mobile device

e Use credit card versus debit card

e Link smaller savings account versus large
savings account to debit card



eee00 Verizon LTE

< Settings

Wi-Fi

sl

CHOOSE A NETWORK...

Greg Byler’s iPhone

0OJD Guest Wi-fi

Ask to Join Networks

¥ 100% -

_—

e8eC0 Verizon F

< Settings

v Starbuck

CHOOSE A NETWORK
Greg Byler's iPhone
OJD Guest Wi-fi

Oregon Judicial Department

Other...

Ask to Join Networks

)

¢ 100% m |




CyberSecurity — Away from Home

Always have a password/passcode on mobile
device

If you are going to use the “cloud” to store
items, use major company: Apple, Microsoft,
Amazon versus smaller vendor or “free” vendor

| generally do not “tag” my pictures with
location / date / time information

Turn on “find my iPhone” “Android Device
Manager” service



WITH




CvyberSecurity — Facebook

» Be selective with your “friends”

e Enact privacy settings — don’t “tag” pictures
with date/time

Log-out when not using

Limit PII information (such as high school
attended, year graduated, where you work,
cars you drive)

: You may be the target so
Y a specific outcome can
: be achieved




BT
CERRRIIREL

SAFE AT WORK
RISKS

SOCIAL
TWORKING

HOW-TO’s
LEGAL

2 MyFlarida.com - Re... 25 Stop Think Conn,

| Network > Facebook Privacy
Facebook Privacy

With more than 600 million users, Facebook s not only the largest s
bsite, but has also become an essential part of millions of people's daily life. We put our
s inlo our Facebook account
But how sure are we that the information is private?
Facebook's privacy seffings are complex. Your name, profile picture, gender, and natworks
are visible to everyone, but you have some contral over the rest of the information. Here are
some steps you can take to secure your profile

NING:

WAR|
Facebook has a habit of “tweaking" their privacy
policy without being obvious about it. Check your
settings at least once a month to make sure your
privacy level is still where you want it.

Read Facebook's privacy policy.

It has detaile ation on how the site works.

Click on the small down.arrow (next to Home), Account Settings, Password--Edit
Make sure you have a strong password, one that is at least 15 characters long. (See our
Password page for tips on this. ) Never use the same password for Facebaak that you do
for email or other confidential account

Click on the down-arrow, Account Settings, Security.

First, click on ire Browsing—Edit " Check the box for a secure connection Review the
other security options carefully - they give you some control over which COmpUters can lo
info your account. You can even ask for a text message to be sent o you if an unrecog
computer tries to log in s you

(NOTE: when you are naming your devices, try fo avoid names like "home" or “Work” as
these are too easy for & hacker 0 guess.)

T Comen = 5:5elect




CyberSecurity — Computer

Latest anti-virus — look for status icon

Firewall settings — generally go with factory
recommendations

Do not allow someone to take over your
computer that calls you or sends you a “pop-
up” request!




CyberSecurity — emalil

_ : Walmart -
® Never C“Ck On a ||nk Save money. Live better.

Electronics Movies Home Baby Toys Video games Photo

* Never open a file .
® A|WayS go to a SpeCIfIC |Ocat|0n This letter is to advise you about the order we have which is addressed to you.

You have 4 days to pick it in any Local Store of Walmart.

[] YouTube Administration sent you a messag: Your video has been appraved B Please, fallow this link for mare information about your order.

Antworten  Allenantworten  Weiterleiten  Zum Kalender hinzufiigen  Léschen  Junk-E-Mail » B @

[REMOVED] [] Kontakt hinzufigen 24,05.2011 06:26 Walmart is wishing you Happy Thanksgiving Day!
An: "[REMOVED]"@ec****c.de

YouTube Administration sent you a message: Your video has been approved Sinre Findar Local AD Retums & Exenches Privacy & Security

You T el center | e-rvail aptions | report spam Copyright (c) 2014 WallMart | All ights reserved

YouTube Administration has sent you a message:
Your video is approved

. erercde From: Facebook [mailto:notification @faceboook.com]
e Sent: 17 July 2012 15:38

http//www.youtube.com/watch?v=mDYFyrrHz&feature=topvideos_entertainment To: . -

Subject: Christine McLain Gibbs tagged a photo of you on Facebook

You can reply to this message by visiting your inbox.

To:

noreply@hotmail.com
Subject: YOUR ACCOUNT WILL BE DE-ACTIVATED (WARNING!!)
Date: Sun, 1 Feb 2015 23:15:37 +0530

@ Outlook

Dear Email User,

- Christine Mclain Gibbs added a photo of you.

Y | o tootitications

This is to inform you that on 4th February, 2015, Microsoft Outlook will discontinue support o
and security If you choose not to update your account on or before 4th February, 2015, you wil
read and send emails.and you will no longer have access to many of the latest features for impro
conversations, contacts and attachments.

If you don't want to receive these emais from Facebook in the future, please ciick:

JEoE e Facebook, Inc. Attention: Department 415 P.O Box 10005 Palo Alto CA 94303

Take a minute to update your account for a faster, safer and full-featured Microsoft Outlook experience.
Thank You
Outlook Warning! Member Service




Home - Security

Talk / engage your Neighbors

Alarm system — regular maintenance
and testing

Battery backup (router — WiFi)— most
systems are reactive, not proactive

Family communication



CvyberSecurity at Work

Cybersecurity processes and procedures
will slow you down a bit

Change password regularly
Report suspicious activity / emails

Report suspicious items attached to the
network



|dentity Monitoring Tools — Have a Plan!

credit rating agencies:
* Equifax EEre—

FEDERAL TRADE COMMISSION What To Do Right Away | WhatTo & Cther Steps

= EX p e I’I an &7 |dentityTheft.gov —_—
TransUnion —— -

o help you resolve your identity theft. we have lethers for you to use.

Credit cards

FIrs. call your Crec caid company 1o gel charges reversed I ar dosnt Lig& INIg [ener.
« Disp

Dabit cards
Fll.‘l.(""(llﬂ deba card compan et
* Dispute ATMIDebit C
All ather types of accounts
If you have an Identity Theft Report:
Credit DUreaus must NONCE your Tequest 10 fraudulent information from your ¢ . This 15 called bloc) ng Once

Infoeriianan i5 Iocked, companies can'l rEpot M aebl ol by 10 coliect 1 from you

» Sench This |emes 1o each of Me 3 Credn Bursaus

pute L

If you do NOT have an Identity Theft Report:
Yol ¢an sl dispite Incarract IRfarmation in yaur £rean fle 1 o A & Larante that he Credit birsus Wil
remove The Nformancn.

= Send this |emer 1o @ach of e 3 Credn Bureaus:
e Lt ¢
1 opensd A new ame, send s lenier 1o the

for & hew BCCounty

A N N |
L
LK B |
- o
el s

&

_— =

pe—g Annualcreditreport.com

}. Use this lewer




= |§, 3% Tools [% a7 | | Pagel-2of2 ~ j @é\nm Options = X Close

Use complex password (phrase and &%#)
Change name if “Smith Family WiFi"

Activate guest network and use a different
password

Router “recommended” WiFi firewall settings are
okay to use

Attach battery backup to service provider router

CyberSecurity — Recommendations and Tips Check for battery backup

Check connection to company (VOIP or POTS)
Regularly check system and panic button
Ensure that family members don't share access
code

Have different password and make it complex
If using cell phone “app” use different password
Do not leave “logged in”

Exterior lights — automatic timers
Companies provide home safe assessments
Keep garage door openers hidden

Have house look “lived in" when gone

Place family members on “guest’ network

Allow them to share “that” password with friends
as appropriate

Use router recommended firewall settings for
guest network to increase security

Enact privacy settings

Careful on who you “friend”

Ask “friends” regarding their privacy
Complex password

Do not open unselicited email and/or attachments
If in question, go directly to site versus following
in email link

Do not use the contact information in the email,

Find and contact directly

Watch for “skimmers®

Watch surroundings

Daylight and in an active area is generally the
best time to use an ATM machine

Just because you can connect it to your WiFi
does not mean you should

Question when family members want to connect
a device to your network

Remember that connecting friends (or family
member friends) to your network means that
internet traffic accessed by others will flow
through your personal system

Check credit reports yearly

If victim of identity theft — have a plan - notify
bank, credit cards, credit agencies, freeze credit
accounts

Updated anti-virus

Firewall settings on computer - generally
recommended “ckay”

Do not allow someone to “take over” your
personal computer

Lock phone - code/PIN

Turn on “find my iPhone” or “Android Device
Manager”

Do not store Pl information on phone

Do not “tag” pictures with time/date/location
stamp

Do not store password on sensitive applications
(weh cams)

Use major company

Ensure that password is “very” complex
Look as to where your information is stored
(some store overseas)

Only join known networks

Do not join “personal” networks or networks that
appear to be spelled funny

Know that your information will be accessible
while using a public network. Always lock for
HTTPS:// - no banking should be done on free
Wi-Fi







CONTACT INFORMATION:

Bryant.Baehr@OJD.STATE.OR.US
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